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1. INTRODUCTION 

To provide a more secure, effective, and 

scalable encryption system, hybrid 

cryptography blends the advantages of 

symmetric and asymmetric encryption. 

While symmetric encryption Blowfish is 

selected due to Asymmetric Encryption 

Techniques: Alongside Blowfish, other 

encryption methods such as AES, RC6, and 

3DES, RSA or ECC (Elliptic Curve 

Cryptography) can be applied to encrypt the 

keys used by Blowfish. This ensures that the 

keys are securely stored and transmitted. 

Triple Encryption to achieve high-security 

levels, documents are encrypted using three 

distinct encryption methods [2]. This layered 

approach makes unauthorized decryption 
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incredibly difficult, enhancing security, 

especially when data is transmitted over the 

internet [4]. Unlike older systems that often 

rely on a single encryption method (either 

symmetric or asymmetric), our system 

combines Blowfish (a fast symmetric 

encryption algorithm) with AES, RC6, and 

3DES, RSA or ECC (asymmetric encryption) 

to secure both data and the keys used for 

encryption [3]. Numerous benefits, including 

scalability, flexibility, cost effectiveness, and 

speed, have been brought about by the quick 

adoption of cloud computing [5]. However, 

data security is one of the main issues with 

cloud storage. 

.  

Figure1: Encryption Method 

 

2. PROSPECTIVE APPLICATION 

The research paper aims to improve cloud storage 

security using hybrid cryptography with multiple 

inscription technique. In this scheme, there is the 

use of symmetric key cryptography and 

Asymmetric key cryptography this paper's 

symmetric encryption various strong algorithms 

are selected due to its efficiency and speed content 

is highly focused on the security of files in the cloud 

as well as increasing the speed of data storing and 

retrieving on cloud. The data of the above 

algorithm is collected from various sources or 

another platform of a research paper. The above 

techniques and algorithms are a suitable method 

for protecting files from social platforms and the 

cloud. 

 

3. METHDOLOGY 

This project focuses on developing a File 

Storage System using Hybrid Cryptography with 

Triple Encryption to achieve the following 

objectives: 

Enhanced Data Security: Protect data through 

multiple layers of encryption, significantly 

reducing the risk of unauthorized access or data 

breaches. Ensuring that only authorized parties 

can decrypt data. 

Scalability and Performance: Design the system 

to be scalable and efficient, ensuring that the 

encryption process does not impede the 

performance or usability of the cloud storage. 

Compliance and Regulatory Adherence: 

Develop a solution that ensures compliance with 

data protection laws and standards, making it 

suitable for industries with strict regulatory 

requirements. 

User Accessibility and Control: Provide a user-

friendly interface that allows easy file upload, 

encryption, storage, and decryption, while 

ensuring that the underlying encryption 

mechanisms remain transparent to the user. 

In the current secure file storage system the 

current system uses symmetric key cryptography 

and steganography techniques. Symmetric key 

algorithms like AES, blowfish, RC6 algorithms are 

used to provide block-wise security to data in the 

files. Each file is split chunks and every block is 

encrypted using a different algorithm. Using LSB 

steganography keys are inserted into cover images 

and then cover images are shared with the user via 

email. The existing system only focuses on 

confidentiality and does not consider integrity and 

authentication. Updated Secure Cloud Storage 

Using Hybrid Cryptography Enhanced Features in 

the Proposed System. 

• Files are divided into smaller chunks 

(configurable size). Each chunk is 

encrypted using AES-256-GCM for 

confidentiality and integrity in one step. 

• Keys for each chunk, encrypted using the 

recipient's public key (asymmetric 

cryptography). 

• A hash (SHA-256/SHA-3) of the entire file 

for integrity checks. The metadata is 

signed using the owner's private key to 

ensure authentication. 

• A secure Public Key Infrastructure (PKI) 

system manages public and private keys. 

• Encrypted file chunks are stored in the 

cloud storage. 

• A trusted center stores and distributes 

public keys using protocols like HTTPS 

and Certificate Transparency Logs for 

validation. 

• Key Revocation. 

• Supports key revocation and updates via 

Online Certificate Status Protocol (OCSP). 

• The user downloads the encrypted file 

chunks and metadata.
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• Using their private key, the user decrypts 

the metadata to retrieve the AES keys for 

the file chunks. 

• File chunks are decrypted locally using 

these AES keys. 

• Integrity Check: The file hash is 

recalculated and compared with the hash 

stored in table. 

Table 1: Summary of previous research work of 

hybrid encryption based on cloud 

 

Author 
Algorithm 

Used 

Purpose Of 

System 

Limitati

on 

A. Ashok 

Kumar1, 

Santhosha

1, A.Jagan 

DES & RSA 

/STENOGRAP

HY 

A hybrid 

Cryptography 

based plan for 

safe cloud 

data storage is 

put out in this 

study. To 

encrypt and 

decrypt the 

data, the 

suggested 

 

Brute 

force 

attacks 

are a 

risk. 

Forward 

secrecy 

is not 

provided 

by DES 

or RSA. 

Brute 

force 

attacks 

are a 

risk. 

Forward 

secrecy 

is not 

provided 

by DES 

or RSA. 

A. 

Poduvall, 

Doke, H. 

Nemade, 

and R. 

Nikam(201

9) 

DES, AES, and 

RC2 

This system's 

goal is to 

create an 

encryption 

method for 

safe file 

storage in 

wireless 

communicatio

ns, virtual 

private 

networks 

(VPNs), multi-

cloud storage, 

and other 

electronic 

data. 

The 

suggeste

d system 

had a 

number 

of 

security 

flaws. 

 

4. CHALLENGES AND FUTURE SCOPE 

Cloud storage recognition has gained a lot of 

interest these days, but the main focus has shifted 

to the security that are not posed or that are 

spontaneous. So, the very first problem that is 

being faced recently is unavailability of the 

databases security having the spontaneous 

encryption and creating such database and storing 

data securely is one of the major challenges. As per 

the conclusion if the subjects have prior knowledge 

chances of error are also very high. An expertise is 

required on the coder part as well as on the 

observer part. To avoid the problems with labeling 

of data semi-supervised learning techniques could 

be used because they allow the use of labeled data 

along with the unlabeled data. There are some 

systems that are not fully automatic, they require 

some manual actions during processing, like some 

systems need fiducial points to be marked on the 

face manually during the initialization. So, the 

challenge here is to make a system that is fully 

automatic and does not require any manual 

interference. Other factors that affect the 

expressions like: Subjects that they are being store 

data securely then the problem will not remain. 

The next problem is having these spontaneous 

encryption with big data. For this type of cases the 

approach of using the hybrid encryption 

technique. Labeling of data is a lengthy and a 

complicated process, it consumes a lot of time and 

the chances of error are also very high. An 

expertise is required on the coder part as well as 

on the observer part. To avoid the problems with 

labeling of data supervised learning techniques 

could be used because they allow the use of labeled 

data along with the unlabeled data. The rapid 

adoption of cloud computing has brought 

numerous benefits, such as increasing storage 

adding multiple user at same time, capacity , 

smooth, and cost efficiency, speed. However, one of 

the primary concerns in cloud storage is data 

security. Also in this project we can also change the 

algorithms according to our need also we 

providing the facility to select layer of encryption. 

In future we will work on load balancing as well as 

minimizing the speed of uploading and 

downloading the file from cloud belonging to 

different cultures like Asians, Europeans, age 

groups will have different expressions. A facial 

expression recognition system should be able to 

handle these problems. Angles of head and their 

rotations are also a big concern. A future extension 

of facial expressions analysis could be the analysis 

of micro expression. Nowadays only few training 

techniques are available that works for micro 

expressions. One more issue that may rise in 

automatic facial expression systems is recognizing 

the expressions of the subjects, who have lost their 

natural facial expressions because of the medical 

problems. There are 12 diseases that results in this 
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loss of the facial expressions namely: Facial 

Paralysis, Autistic Disorder, Asperger Syndrome, 

Hepatolenticular Degeneration, Depressive 

Disorders, Bell's Palsy, Depression, Facial 

Weakness, Major Depressive disorder. 

 

CONCLUSION 

In this project by using Hybrid Cryptography 

combines the power of multiple encryption 

technique to offer a more secure, efficient, and very 

good encryption system. While symmetric 

encryption Blowfish is selected due to its efficiency 

and speed, making it suitable for encrypting large 

files with minimal processing time. Asymmetric 

Encryption Techniques: Alongside Blowfish, other 

encryption methods such as AES, RC6, and 3DES, 

RSA or ECC (Elliptic Curve Cryptography) can be 

applied to encrypt the keys used by Blowfish. This 

ensures that the keys are securely stored and 

transmitted. Triple Encryption to achieve high-

security levels, documents are encrypted using 

three distinct encryption methods. This layered 

approach makes unauthorized decryption incred 

applied to encrypt the keys used by Blowfish. This 

ensures that the keys are securely stored and 

transmitted. Triple Encryption to achieve high-

security levels, documents are encrypted using 

three distinct encryption methods. This layered 

approach makes unauthorized decryption 

incredibly difficult, enhancing security, especially 

when data is transmitted over the internet. Unlike 

older systems that often rely on a single encryption 

method (either symmetric or asymmetric), our 

system combines Blowfish (a fast symmetric 

encryption algorithm) with AES, RC6, and 3DES, 

RSA or ECC (asymmetric encryption) to secure 

both data and the keys used for encryption. The 

rapid adoption of cloud computing has brought 

numerous benefits, such as increasing storage 

adding multiple user at same time, capacity , 

smooth, and cost efficiency, speed. However, one of 

the primary concerns in cloud storage is data 

security. Also in this project we can also change the 

algorithms according to our need also we 
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